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Abstract—To defend a network system from security risks,
intrusion detection systems (IDSs) have been playing an im-
portant role in recent years. There are two types of detection
algorithms of IDSs: misuse detection and anomaly detection.
Because misuse detection is based on a signature which is created
from the features of attack traffic by security experts, it can
achieve accurate and stable detection. However, its weakness is
the difficulty of detecting new attacks (i.e., 0-day attack), and the
cost of maintaining the latest signature version. Thinking of the
increase of the skillful intrusion, e.g., intrusion showing similar
access behavior to normal, misuse detection cannot handle these
critical attacks, which results in a large number of false alarms.
To cope with these problems, we present a clustering algorithm
based on an unsupervised anomaly detection. We evaluated our
system using Kyoto2006+ data set and KDD Cup 1999 data set.
Evaluation results show that our approach achieved a higher
detection rate in the region of very low false positive rate and
real-time preprocessing capability.

I. INTRODUCTION

To protect our privacy from network threats, there are vari-
ous defensive measures like firewalls, antivirus softwares and
intrusion detection systems (IDSs). Two different approaches
are taken to build IDSs: misuse detection and anomaly de-
tection. Misuse detection uses a signature which describes the
features of attack traffic for deciding whether traffic is attack or
not. This indicates that, if unknown attacks or attacks which
do not match any signature were carried out, these cannot
be detected. In addition, due to the recent attacks, security
operators are required to tune set of signatures frequently.
Although this work is mandatory to maintain high detection
performance, it is very time consuming.

Because of these weak points of misuse detection, much
research on anomaly detection using unsupervised learning
techniques has been carried out over the past few years. Many
approaches use clustering or one-class support vector machine
(SVM) [9]. Unsupervised anomaly detection uses unlabeled
data for training, and finds a surface that can separate attack
and normal. The benefit of this approach is that it can detect
new attacks which training data do not contain, and is not
affected by wrongly labeled data. However, anomaly detection
still has two problems: a low detection rate and a high false
positive rate.

In this paper, we present a clustering algorithm for unsu-
pervised anomaly detection. Our algorithm is based on K-
means clustering, which is a typical clustering algorithm. The
difference between our method and K-means is the generation
strategy of the initial cluster centers which is sensitive to effect
clustering results.

We evaluated the proposed method using Kyoto 2006+ data
set, which consists of network connections collected from real
network environment, and KDD Cup 1999 data set which
is widely used in the security field. Our experimental result
shows that under low false positive rate, e.g., 1%, the proposed
method achieves better detection rate than existing methods.

The rest of the paper is organized as follows: In Sect.II,
we present the K-means clustering algorithm. In Sect.III, we
present our clustering algorithm in detail. In Sect.IV, we
describe details of our experiment results and analysis. Finally,
in Sect.V, we describe our conclusion from the experiment and
suggestions for future study.

II. K-MEANS CLUSTERING ALGORITHM

K-means [4] is one of the non-hierarchy clustering algo-
rithm which partitions a set of data to 𝑘 clusters. The time
complexity of this method is O(𝑘𝑛). 𝑛 denotes the size of data
(i.e., number of instances). if 𝑘 ≪ 𝑛, this clustering method
is linear time complexity and faster than other hierarchy
algorithms. Due to a mass of traffic data for clustering, K-
means based algorithms have been widely deployed in IDS
research field. This clustering algorithm takes the following
steps:

∙ Initialization : Randomly choose 𝑘 instances from dataset
and regard them as initial cluster centers.

∙ Assignment : Assign each instance to the closest center.
∙ Updating : Replace every center with the mean of its

members.
∙ Iteration : Repeat Assignment and Updating until termi-

nate condition is satisfied.
It is known that, the K-means algorithm is sensitive to the
initial centers [5]. In addition, we cannot predict the most
appropriate 𝑘 for clustering beforehand. These initialization
problems lead to the result of clustering falling in the local
optimum, not in the global optimum. We propose a method to
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overcome the initialization problems of K-means for intrusion
detection.

III. PROPOSED ALGORITHM

As with other algorithms, our method mainly consists of
two phases: training and testing. The training phase contains
the following process:

1) Initialization (Sect.III-A)
2) Assignment and Updating (Sect.III-B)
3) Iteration (Sect.III-C)
4) Labeling (Sect.III-D)

In initialization, we use an algorithm using cells to generate
initial cluster centers. A cell is a hypercube subspace of a
whole feature space. After that, we use K-means algorithm
for clustering. Finally, we label each cluster to detect attacks.
In the testing phase, we assign instances to labeled cluster
centers in the same way as training. The testing instances are
classified by the assigned cluster’s label which indicates attack
or normal.

In this paper, we define the following symbols:
∙ 𝑘′, 𝑘 : the number of cells and clusters.
∙ 𝒙 = (𝑥1, 𝑥2, ..., 𝑥𝑑) : a vector (i.e., instance) in real 𝑑-

dimension space.
∙ ∥𝑥∥ : Euclidean distance of 𝒙.
∙ 𝑋 = {𝒙𝑖∣1 ≤ 𝑖 ≤ 𝑛} : the universal set of instances.
∙ 𝐺 = {𝑔𝑙∣1 ≤ 𝑙 ≤ 𝑘′} : the universal set of whole cells.
∙ 𝑔 : especially initial cell.
∙ 𝑛(𝑔𝑙), 𝑑(𝑔𝑙) : number of instances in cell and density of

cell 𝑔𝑙.
∙ 𝑒(𝑔𝑙(𝑗)) : edge length of 𝑗-th dimension of cell 𝑔𝑙.
∙ 𝐶 = {𝑐𝑙∣1 ≤ 𝑙 ≤ 𝑘} : the universal set of clusters.
∙ 𝒄(𝒄𝒍), 𝑛(𝑐𝑙) : center (i.e., real 𝑑-dimension vector) and

number of instances of cluster 𝑐𝑙.

A. Generating Initial Cluster Centers-Based Cells

A cell is a hypercube subspace of a whole feature space, and
splitting divides a cell evenly into two cells. After splitting,
we maintain the relationship between the original cell and the
two new ones by a tree structure (i.e., child cells are linked to
their parent). There are 6 steps in our initialization algorithm.

Step1 In the beginning, we create a cell which contains all
of the instances (i.e., initial cell). Each edge length of
an initial cell is calculated by the difference between
the maximum and minimum value of each dimension
of whole instances. Here we define the density of the
initial cell 𝑑(𝑔). Density function 𝑑() is defined as
follows:

𝑑(𝑔𝑙) =
𝑛(𝑔𝑙)∏𝑑

𝑗=1 𝑒(𝑔𝑙(𝑗))
(1)

The product of all edge length of a cell represents
the volume of the cell.

Step2 Orthogonally to each dimension, we split a cell
evenly as shown in Figs.1 and 2. This paper calls this
step pseudo-splitting. We have 𝑑 ways of pseudo-
splitting, so that 2 × 𝑑 cells are created from one

original cell. From Figs.1 and 2, we can see 2 × 2
cells are created from one original cell by pseudo-
splitting.

Fig. 1. Split orthogonally to 𝑥 axis Fig. 2. Split orthogonally to 𝑦 axis

Step3 In this step, we select only one split from the results
of Step 2. 𝑔𝑙(𝑗1), 𝑔𝑙(𝑗2): When 𝑔𝑙 is divided orthog-
onally to 𝑗-th axis as shown in Figs.1 and 2, equi-
sized sub cells 𝑔𝑙(𝑗1) and 𝑔𝑙(𝑗2) are obtained. If the
distribution of instances in a cell is not even, this cell
should be divided. For effective splitting, instances
which have similar distribution should be gathered
into a cell. In order to find out the most suitable
splitting among all splitting of pseudo-splitting, we
define the following function.

𝜎(𝑔𝑙(𝑗)) =
1

2
⋅

2∑
𝑚=1

∣𝑛(𝑔𝑙(𝑗𝑚))− 𝑛(𝑔𝑙)

2
∣ (2)

Since 𝑛(𝑔𝑙)
2 means the half number of original cell 𝑔𝑙,

a large value of 𝜎(𝑛(𝑔𝑙(𝑗))) represents that there ex-
ists uneven distribution in 𝑔𝑙 and that pseudo-splitting
to 𝑗-th axis can divide the cell effectively. For exam-
ple, in Figs.1 and 2, there are 10 instances in the orig-
inal cell 𝑔𝑙. Therefore, 𝜎(𝑛(𝑔𝑙(1))) =

∣2−5∣+∣8−5∣
2 =

3 (Fig.1) and 𝜎(𝑛(𝑔𝑙(2))) =
∣5−5∣+∣5−5∣

2 = 0 (Fig.2).
However, if most instances concentrate around a
point in a cell, the splitting operation cannot change
𝜎(𝑛(𝑔𝑙(𝑗))) drastically. This result indicates that the
same split is selected recursively, and one edge of
the cell becomes too short. When we use clustering
based distance, a cluster is regarded as a hypersphere.
Therefore, the shape of the cell should be near a
hypercube which is similar to the hypersphere, we
introduce a parameter 𝜔𝑙𝑗 which denotes the degree
compatibility of split and by which both 𝜎(𝑛(𝑔𝑙(𝑗)))
and edge length of a cell are taken into account. 𝜔𝑙(𝑗)

is defined as follows:

𝜔𝑙(𝑗) = 𝜎(𝑛(𝑔𝑙(𝑗))) ⋅ 𝑒(𝑔𝑙(𝑗)) (3)

𝜔𝑙(𝑗) means that if 𝜎(𝑛(𝑔𝑙(𝑗))) is larger or an edge
of a cell is longer, this dimension is easier to split.
The selected split dimension is 𝑗 which equals to
𝑚𝑎𝑥(𝜔𝑙(𝑗)). For example, if we consider each length
of edge as 1 in Figs.1 and 2, 𝜔𝑙(1) = 2 ⋅ 1 and
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𝜔𝑙(2) = 0⋅1. We decide that the split in Fig.1 is more
appropriate than Fig.2. After selecting the split, we
only create 2 cells as child cells from the parent cell
𝑔𝑙.

Step4 The splitting operation continues until one of the
following conditions is satisfied:

𝑛(𝑔𝑙)

𝑛
≤ 𝛼 (4)

𝑑(𝑔𝑙)

𝑑(𝑔)
≥ 𝛽 (5)

The first condition means that if the number of
instances in a cell is too small, this cell is regarded as
sparse space and further splitting is not required. The
second means that if the density of cell is too high,
this cell is regarded as dense space which also does
not require to split. Fig.3 illustrates how the splitting
proceeds, and Fig.4 shows an example of the result
of splitting applied to actual traffic data.

Fig. 3. Iteration of splitting

y

x

Traffic Dense Cell Sparse Cell

Fig. 4. Example of splitting to actual traffic data

Step5 After the splitting iteration (i.e., Step 4), cells are
connected according to the following rules. If both
𝑔𝑝 and 𝑔𝑞 have higher density than 𝑑(𝑔), have same
parent, and they satisfy the following condition, they

are connected into one cell.

∣𝑑(𝑔𝑝)− 𝑑(𝑔𝑞)∣ <
√√√⎷ 1

𝑘′
⋅

𝑘′∑
𝑙=1

(𝑑(𝑔𝑙)− 𝑑(𝑔))2 (6)

This condition is that if the difference of density be-
tween two neighboring cells is less than the deviation
of all cells, we consider the two cells’ density are
similar, and these can be merged as one. To find out
which space is dense or sparse clearly, we need to
split cells finely. However, there is a problem that
creating too many small cells by fine splitting is not
good for clustering (e.g., each cell has only one in-
stance). Due to this problem, we use merging process
to prevent over-splitting such as the weakness of top-
down clustering [2]. For example, considering the
two cells that both density exceed 𝑑(𝑔), have same
parent, and have different distribution that appears
in Fig.5. The left side cell should be divided to two
cells to eliminate the sparse domain from the cell,
while right side cell should not. Because of the same
density, two cells will be split shown as Fig.6 when
𝛽 set larger. In Fig.6, we count each cell from left
to right as 1,2,3 and 4, and assume each volume
of cell is 1 for explain. Then, 𝑑(𝑔) = 12

4 = 3,
∣𝑑(𝑔1) − 𝑑(𝑔2)∣ = 4, ∣𝑑(𝑔3) − 𝑑(𝑔4)∣ = 0, and the
right side of (6) is

√
1

4
⋅ {(1− 3)2 + (5− 3)2 + (3− 3)2 + (3− 3)2}

=
√
2

Therefore, we merge only right side cells (𝑔3 and
𝑔4), and it becomes the state shown as Fig.7.

Fig. 5. Two cells with
same density

Fig. 6. Not applied
merging after splitting

Fig. 7. Applied merg-
ing after splitting

Step6 Lastly, we calculate the mean vector of instances in
each cell as initial centers.

𝒄(𝒄𝒍) =
1

𝑛(𝑔𝑙)
⋅
∑
𝒙∈𝑔𝑙

𝒙 (7)

B. Assignment and Updating

In this process, we assign instances to the closest cluster
center. After the assignment, we update each cluster center
with the mean vector of its new members.

𝒄(𝒄𝒍)← 1

𝑛(𝑐𝑙)
⋅
∑
𝒙∈𝑐𝑙

𝒙 (8)
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C. Convergence Criterion

In this process, we use the change of the number of
instances in each cluster as convergence criterion. We define a
new symbol 𝑛(𝑐𝑙)

∗
𝑟 to denote the sorted 𝑛(𝑐𝑙) at 𝑟-th time

assignment (i.e., 𝑛(𝑐1)
∗
𝑟 ≤ 𝑛(𝑐2)

∗
𝑟 ≤ ... ≤ 𝑛(𝑐𝑘)

∗
𝑟). The

convergence criterion is denoted as follows:

1

𝑛
⋅

𝑘∑
𝑙=1

∣𝑛(𝑐𝑙)∗𝑟 − 𝑛(𝑐𝑙)
∗
(𝑟−1)∣ < 𝑡 (9)

∣𝑛(𝑐𝑙)∗𝑟−𝑛(𝑐𝑙)∗(𝑟−1)∣ means the difference between the number
of instances in sorted cells at 𝑟-th time assignment and at
(𝑟−1)-th time assignment. Parameter 𝑡 denotes the percentage
of unstable instances.

D. Labeling

After the clustering process is finished, we label the final
generated 𝑘 cluster centers as either normal or attack. First,
we define clusters which contain large numbers of instances
as normal clusters. This condition is denoted as follows:

𝑛(𝑐𝑙)

𝑛
> 𝜖 (10)

To determine attack clusters, we propose two models of attack
pattern’:

∙ Low density attack : Little amount of traffic to hide its
behavior, such as an intrusion, targeted attack, advanced
persistent threat attack.

∙ High density attack : Using large traffic to exhaust
computer resources, such as DoS, scan, etc.

Second, if the number of instances in a cluster is too small,
such cluster is regarded as low density attack. Third, if the
most instances exist within the small portion of a cell, e.g.,
one point, we regarded the cluster as high density attack.
Considering these features of attacks, the two attack conditions
are defined as follows:

𝑛(𝑐𝑙)

𝑛
< 𝛾 (11)

𝑛(𝑐𝑙)∑
𝒙∈𝑐𝑙

∥𝒙− 𝒄(𝒄𝒍)∥ > 𝛿 (12)

Finally, we regard the clusters which do not satisfy all of the
above 3 conditions as normal clusters. Note that the labeling
order (normal → low density attack → high density attack →
remains) has meanings. If a cluster is labeled once, it does not
labeled again.

E. Detection of attack

In the detection process, we assign test instances to the
closest cluster center. In other words, if an instance is assigned
to an attack cluster, this instance would be an attack. Otherwise
it is normal. We use two parameters to measure the system
performance: the detection rate and the false positive rate.

∙ Detection Rate :

# 𝑜𝑓 𝑎𝑡𝑡𝑎𝑐𝑘𝑠 𝑡ℎ𝑎𝑡 𝑎𝑟𝑒 𝑙𝑎𝑏𝑒𝑙𝑒𝑑 𝑎𝑠 𝑎𝑛 𝑎𝑡𝑡𝑎𝑐𝑘

# 𝑜𝑓 𝑡𝑜𝑡𝑎𝑙 𝑎𝑡𝑡𝑎𝑐𝑘𝑠

∙ False Positive Rate :
# 𝑜𝑓 𝑛𝑜𝑟𝑚𝑎𝑙 𝑖𝑛𝑠𝑡𝑎𝑛𝑐𝑒𝑠 𝑡ℎ𝑎𝑡 𝑎𝑟𝑒 𝑙𝑎𝑏𝑒𝑙𝑒𝑑 𝑎𝑠 𝑎𝑛 𝑎𝑡𝑡𝑎𝑐𝑘

# 𝑜𝑓 𝑡𝑜𝑡𝑎𝑙 𝑛𝑜𝑟𝑚𝑎𝑙 𝑖𝑛𝑠𝑡𝑎𝑛𝑐𝑒𝑠

High detection rate and low false positive rate are suitable for
efficient detection performance.

IV. EVALUATION

A. Data used in the Experiment

Kyoto 2006+ data set1 [12] contains the network connec-
tions of Kyoto University honeypots [11] from November,
2006. Honeypots are deployed inside and outside Kyoto
University: 1 class A and 4 class B networks. There are
different types of real and virtual machines in honeypots such
as Windows (e.g., XP with full patch, XP with no patch or
Vista), Linux/Unix (e.g., Solaris 8 or Max OS X), network
printer, home appliance (e.g., TV set or HDD recorder) and
darknet and so on. In general, all traffic to/from honeypots can
be regarded as attacks. To collect normal traffic for data sets,
Kyoto2006+ deploys a server in the same network which has
a DNS service and a mail service. Although several attacks
are observed at the server, their ratio is negligible compared
with the amount of DNS and mail traffic. There are 14
conventional features (e.g., duration, service type, source and
destinations bytes, etc), and 10 additional features (e.g., IDS
alert, Antivirus alert, Shellcode ID, etc). The 14 conventional
features are extracted from 41 features of KDD Cup 1999 [1]
data set as significant features.
Training Data : We use traffic data of November 2nd, 2007,
as the training data. There are 59,800 instances in this data
and the ratio of attack data was 44.95%.
Testing Data : We use traffic data of 2008 as testing data.
For example, there are 108,121 instances in data of January
30th, 2008, and the ratio of attack data was 30.5%.

B. Preprocess

We use all service type (e.g., smtp, ssh, ftp, etc.) traffic and
12 continuous features (exclude service type and flag). In a
general environment, the ratio of attack would be very small
compared to normal. Thus, we randomly filtered out attack
traffic to adjust the ratio of attack to 1% in the training data
(In the experiment, 33,249 instances remained). Note that the
attack ratio (i.e., 1%) is quite reasonable, and the majority
of the existing research, they used the same attack ratio. In
normalization, we rescale each feature space to [0, 1] space.
After normalization, we apply Principal Component Analysis
(PCA) [15] for dimensionality reduction. There is important
reason for applying PCA apart from avoiding the curse of
dimension and reducing time consumption. We consider that
using PCA could maintain the robustness of the data set,
because eigen vector of each dimension which has outliers
would be small. Therefore the effect of these outliers would be
reduced. The outliers also affect system performance adversely
because when we use grids to partitions instances using
groups, if almost all instances gather near the same point,

1http://www.takakura.com/Kyoto data/
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the grids could not find the dense space and sparse space
correctly, and only create one cell which contained almost all
instances and one cell which contained outliers. Therefore, we
applied PCA for robustness of the data set, and maintaining
correct grids creation. When we reduce the dimension, we
kept the contribution ratio of rescaled training data to 99%
(remained 7 dimensions in the experiment). Testing data were
also rescaled, and dimensionality reduction by the eigenvector
used in training was applied to them.

C. Result

TABLE I
DEFAULT PARAMETER SET

Parameter Value
𝛼 0.0003
𝛽 50.0
𝛾 0.0005
𝛿 0.5
𝜖 0.03
𝑡 0.05

In the experiment, we set the parameters as shown in
Table I in training. Fig.8 shows the performance of our system
according to date. The horizontal axis shows the days from
January, 1, 2008. The number of days is less than 365 because
there are a few days where the traffic data were not able to
be gathered because of maintenance, and such days have been
excluded in Fig.8. According to Fig.8, the false positive rate
is 5% or less at most dates, and the detection rate is about
70%. However, there is some date when the false positive rate
greatly exceeds 10%. (e.g., 25th to 29th day, 130th to 140th
day, and so on.) Some of the rapid increases of false positive
rate are caused by errors in labels in training data. From the
characteristic of the honey pot, all the traffics that reach this
network can be considered to be attacks. To generate the bench
mark data set (i.e., a data set including attack data and normal
data), normal traffic is generated from the server that serves
DNS and mail in Kyoto University honey pot environment
[12]. From a long term observation, we know that even when
an attack occurs in the entire network, the amount of attack to
this server is little, excepts for several days when DoS attacks
to the server were seen and caused the high false positive rate.
If we considers DoS attacks to this server using normal packets
to be attacks, the false positive rate is lower than that given in
Fig.8. (e.g., for 135th day, 90.2% → 4.6%.) Considering the
fact that the false alarm rate of current IDSs is around 10%
and the performance is not always stable, we can consider that
our approach gives a competitive performance.

D. Analysis

There are 6 parameters in the proposed system. These are
∙ 𝛼, 𝛽 : Stop condition of cell split.
∙ 𝑡 : Convergence criterion of clustering.
∙ 𝛾, 𝛿, 𝜖 : Attack and normal condition in labeling.

However, considering their usage, there are some parameters
that are insensitive to performance (e.g., 𝑡, 𝜖 and 𝛿). In

analysis of parameters, we use the default value in Table I
unless the parameter was focused. Tables II, III and IV shows
the performance of the proposed system according to these
parameters. “FPR” and “DR” fields in the table represent
the false positive rate and detection rate. In each table, we
changed only one parameter and others were set to default
values. Table II shows that system performance is insensitive

TABLE II
PERFORMANCE VARIATION

ACCORDING TO 𝑡(0 ≤ 𝑡 ≤ 1)

𝑡 FPR(%) DR(%)
0.01 2.72 69.94
0.05 2.73 69.42
0.1 2.73 69.42
0.3 2.88 73.40

TABLE III
PERFORMANCE VARIATION

ACCORDING TO 𝛿(0 ≤ 𝛿 ≤ 1)

𝛿 FPR(%) DR(%)
0.1 10.34 89.13
0.2 2.84 73.44
0.3 2.78 71.80
0.5 2.73 69.42
0.8 2.61 53.62

TABLE IV
PERFORMANCE VARIATION ACCORDING TO 𝜖(0 ≤ 𝜖 ≤ 1)

𝜖 FPR(%) DR(%)
0.01 2.25 38.77
0.03 2.73 69.42
0.05 2.73 69.42
0.1 2.73 69.42

to 𝑡. In the experiment, there is iteration when 𝑡 exceeds
0.3. Furthermore, a larger 𝑡 (i.e., less iteration) makes a
better performance, meaning the suitability of our initialization
(Sect.III-A). From Table III, if we set 𝛿 within the proper
region, i.e., 0.2 ≤ 𝛿 ≤ 0.5. It means our algorithm is not
sensitive to the parameter. From Table IV, we find that 𝜖 has
a similar feature with 𝛿 (i.e., the suitable region is 𝜖 > 0.03).

TABLE V
PERFORMANCE VARIATION

ACCORDING TO 𝛼(0 ≤ 𝛼 ≤ 1)

𝛼 FPR(%) DR(%)
0.0001 2.95 54.27
0.0003 2.73 69.42
0.0005 2.46 59.33
0.001 3.25 58.51

TABLE VI
PERFORMANCE VARIATION

ACCORDING TO 𝛽(1 ≤ 𝛽)

𝛽 FPR(%) DR(%)
30 4.07 62.47
50 2.73 69.42
100 4.79 70.74
500 5.14 62.29

TABLE VII
PERFORMANCE VARIATION ACCORDING TO 𝛾(0 ≤ 𝛾 ≤ 1)

𝛾 FPR(%) DR(%)
0.0003 2.65 63.67
0.0005 2.73 69.42
0.0010 6.40 80.19
0.0015 6.63 84.63

Compared to insensitive parameters, 𝛼, 𝛽 and 𝛾 are sensitive
to performance. From Tables V and VI, we can find that
the performance of the proposed system has a peak point
concerning 𝛼 and 𝛽. This is because system performance will
be down if over-splitting and lack of splitting occurs. From
Table VII, we can see that the both of false positive rate and
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Fig. 8. Performance variation according to day

detection rate are increased by 𝛾 increase. The increase of 𝛾
means the space (i.e., the clusters which have little instances),
which we regard as attack spreads widely. The detection rate
grows in proportion to 𝛾 meaning that we can say attacks exist
in sparse space, as we defined. From the parameter analysis,
we consider there are 3 (not 6) parameters that need to be
tuned when we deploy the proposed system.

E. Comparison with other methods

1) Performance: Figs.9 and 10 show the performance of
the proposed system and others with the Kyoto 2006+ data
set and KDD Cup 1999 data set2 [1] over ROC curve [7].
KDD Cup 1999 data set contain a wide variety of intrusions
simulated in a military network environment. It originated
from 1998 DARPA Intrusion Detection Evaluation Program
managed by MIT Lincoln Labs. The training data set consist of
4.9 million data instances. Each instance consist of 41 features
of various types, and a class label that indicate either normal
or one of attack types. 41 features consist of 34 continuous
features and 7 discrete features. The test data contain 490,000
instances. There are 17 types of new attacks that are not
present in training data and 20 types of known attacks that
are present in training data. As the evaluation criterion, we
used the portion of the ROC curve between the false positive
rates of 0% to 7%. In our experiment for comparison, we use
the same data set in [10] and [14] (i.e., 423,873 and 65,108
samples for training and testing in KDD Cup 1999 data set.
November 2nd, 2007, and December 1st, 2007, for training
and testing in Kyoto 2006+ data set). However the difference
between our method and others is the method of normalization
(i.e., other methods use [13] normalization scheme). We use
continuous features excluding “hot” and “land” for KDD Cup
1999 data set because the distance between each discrete value
has not relation, and there is no meaning of using grids to cut
feature space, and “hot” and “land” features are not acceptable

2http://kdd.ics.uci.edu/databases/kddcup99/kddcup99.html

because these features indicate the answer (i.e., attack or not)
by themselves. We chose some competitors, such as Song
based K-means [10], Song based One-Class SVM [14], Y-
means [3], K-means [8], Li [6]. From Fig.9, we can see our
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Fig. 9. ROC curve over honeypot data set
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system is superior to others in false positive rate 1% to 6%.
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From Fig.10, our system has a higher detection rate compared
to others in false positive rates under 1%.

We also analyzed which process (i.e., PCA or grid parti-
tioning) has the most impact to the performance. We use a
random select method to choose initial cluster center which
used by original K-means for comparison. Fig.11 shows the
impact of grid partitioning is bigger than the impact of PCA
in performance comparison. We can also figure out that
the difference between “with PCA” and “without PCA” is
little when we use random select. These results indicate the
effectiveness of our grid partitioning, and the goodness of the
compatibility of our grid partitioning and PCA.
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Fig. 11. Performance comparison according to PCA and grid partitioning
(ROC curve over honeypot data set (December, 1st, 2007))

2) Time complexity: Time complexity of the proposed
method is one of the most significant indicators to deter-
mine whether algorithms can be deployed in a real envi-
ronment. In our system, time complexity of the additional
processes, Initialization, Clustering, Labeling, Detecting are
O(𝑛 log 𝑘),O(𝑘𝑛),O(𝑘),O(𝑘𝑛). Since, in our system, 𝑘 is
from 50 to 200 and is smaller than 𝑛, we can say our algorithm
has linear time complexity in the size of data. First of all,
We show the time consumption for each training process of
proposed method in Fig.12. It shows the process where the
time consumption is the largest is Initialization, and both PCA
and Clustering process are similar. In proposed system, we
consider PCA consumes more time than the general preprocess
for training. However, the cost of the calculation of PCA
increases mainly in learning phase which is done off-line,
and does not deteriorate the performance of testing too much
because only the calculation of the products of eigen vectors
and instances are necessary in the phase.

Figs.13 and 14 shows the training time and testing time
according to number of instances without consider prepro-
cessing time. This measurement of the proposed system was
performed on a machine with Intel Xeon 3.2 GHz CPU and
2.0GB RAM and others on [14] environment (Intel Xeon
3.8 GHz and 3.5GB RAM). From Fig.14, we can see that
the proposed system has a little good quality to Song based
K-means which has real-time preprocessing capability. The
reason why proposed method shows a clear reduction in testing
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Fig. 12. Time Consumption for each training process

time when the number of training instance increase is because
of reduction of the number of initial clusters. When the number
of instances increases, the separation between dense and sparse
spaces becomes clearer because of the tendency for the normal
instances to gather around certain points. Cells are quickly
judged whether it is dense or sparse by dense and sparse
conditions (Sect.III Step 4) with same parameters. This causes
the reduction of the number of initial clusters and the length
of testing time.

V. CONCLUSION AND FUTURE WORKS

In this paper, we have proposed a K-means based clustering
algorithm for intrusion detection. To overcome the problem:
unknown number of suitable initial cluster centers, we use an
algorithm based cell partitioning that automatically generates
cluster centers. We have evaluated our proposed method on
two data sets with existing methods. The experimental results
show our method achieves a higher detection rate with lower
false positive rate. We also observe that only 3 parameters in
our method are sensitive to performance. For future work, we
need to improve the learning algorithm that can keep a steady
detection performance, and need to make a detail analysis to
data to show the detection capability of unknown attacks.
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